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IRA Takedown Facts

vin
Total accounts removed: 70 Facebook accounts,
138 Facebook Pages, 65 Instagram accounts hluitees ot Sgs fLlicumers tay comory
Russia
95% of the Facebook Pages and Instagram _
accounts are in Russian Ukraine
Pages and accounts that had no language-specific content not included in the count Brazil
Georgia
Roughly 1.08M unique users follow at least 1 of Kyrgyzstan
the 138 Facebook Pages
Turkey
Azerbaijan
Around 493K unique users follow at least 1 of the Kazakhstan

65 Instagram accounts
Uzbekistan

Moldova

$167K USD equivalent spent on Facebook and Instagram
ads since January 1, 2015

fﬂcebook Source: Facebook data from April 2018

By Alex Stamos, Chief Security Officer

This morning we removed 70 Facebook and 65 Instagram accounts — as well as 138
Facebook Pages — that were controlled by the Russia-based Internet Research
Agency (IRA). Many of the Pages also ran ads, all of which have been removed. Of
the Pages that had content, the vast majority of them (95%) were in Russian —
targeted either at people living in Russia or Russian-speakers around the world
including from neighboring countries like Azerbaijan, Uzbekistan and Ukraine.

Uncovering this activity took months of work by our team and | wanted to explain
why we took this action.

Facebook was built for conversation and human connection. It’'s why we ask that
people using our service be themselves — whether it’s an individual, a business or a
nonprofit. Of course this isn’t always possible. Many human rights activists, for




example, have to hide their true identities to stay safe. But we’ve worked hard to
establish authenticity as a social norm because it’s at the heart of most meaningful
connections on Facebook.

The IRA has repeatedly used complex networks of inauthentic accounts to deceive
and manipulate people who use Facebook, including before, during and after the
2016 US presidential elections. It’s why we don’t want them on Facebook. We
removed this latest set of Pages and accounts solely because they were controlled
by the IRA — not based on the content. This included commentary on domestic and
international political issues, the promotion of Russian culture and tourism as well as
debate on more everyday issues. Given the interest in the IRA, we're releasing a
sample of the Page posts and ads:



Sample of Facebook Page Posts

Residents of Surgut are having fun a1 -37C

Kax otapoaasor smrenw Cypryra o -37C

See Translation

Page: RuOpen - Open Russia
Text: "Residents of Surgut are having fun at
-37°C"
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See Transiation

Spicy Blogger

Timeline Photos - Feb 11

View Full Size - More Ogptions

Page: Herald of SL. Petersburg

Text: "Stunningly beautiful winter Petersburg
from a bird’s eye view. Subscribe to Vestnik Tont: Son
Petersburg. Video by Timelab Pro.” YOU et 10N @ S CFTLA T
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Sample of Facebook Ads
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Page. Elite Theory

Text: Tell us what strange or scary things

o Line =) Camman £ narn have happened to you in the last year? Put a
"like" next to the craziest stories

Page: Politkach
Text: “Let's drink to politics”

Page: RuOpen - Open Russia
Text: “Residents of Surgut ane having fun at
-37°C*

We'd like to share more — and we’re looking into the best way to provide more
transparency into what the IRA has done. In the next few weeks, we’ll be updating
our Help Center tool so anyone can check if they liked or followed one of these
Pages.

The IRA has consistently used inauthentic accounts to deceive and manipulate
people. It’'s why we remove every account we find that is linked to the organization
— whether linked to activity in the US, Russia or elsewhere. We know that the IRA —
and other bad actors seeking to abuse Facebook — are always changing their tactics
to hide from our security team. We expect we will find more, and if we do we will
take them down too. But we’ll keep fighting and we’re investing heavily in more
people and better technology to constantly improve safety on Facebook.

Downloads

Sample Facebook and Instagram Content
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