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By Nathaniel Gleicher, Head of Cybersecurity Policy

Earlier this week, we removed 168 Facebook accounts, 28 Pages and eight

Instagram accounts for engaging in coordinated inauthentic behavior targeting

people in Moldova. This activity originated in Moldova, and used a combination of

fake accounts and some authentic accounts to mislead others about who they were

and what they were doing. Given the upcoming elections in Moldova, we wanted to

let people know about the action we·ve taken and the facts as we know them today.

The Page admins and account owners typically posted about local news and political

issues such as required Russian or English language education and reunification

with Romania. They also shared manipulated photos, divisive narratives and satire

and impersonated a local fact checking organization·s Page that called out other

Pages for spreading fake news. Although the people behind this activity attempted

to conceal their identities, our manual review found that some of this activity was

linked to employees of the Moldovan government.

Presence on Facebook and Instagram: 168 Facebook accounts, 28 Pages and

8 accounts on Instagram.

Followers: About 54,000 accounts followed at least one of these Pages and

around 1,300 accounts followed at least one of these Instagram accounts.

Advertising: Less than $20,000 in spending for ads on Facebook and

Instagram paid for in US dollars, euros and Romanian leu. We have not

completed our review of the organic content coming from these accounts.

We identified these accounts through our internal investigation into Moldova-linked

coordinated inauthentic behavior. Our investigation benefited from a tip shared by a

local civil society organization.

We are constantly working to detect and stop this type of activity because we don·t

want our services to be used to manipulate people. As is always the case with these

takedowns, we·re removing these Pages, groups and accounts based on their

behavior, not the content they post. In this case, the people behind this activity

coordinated with one another and used fake accounts to misrepresent themselves,

and that was the basis for our action.



To ensure that we stay ahead in rooting out abuse we·re investing heavily in building

better technology, hiring more people and working more closely with law

enforcement, security experts and other technology companies.

Below is asample of the content posted by some of these Pages. And visit here for

the Romanian translation of the above post.
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a) Dodon NU este presedintele meu

Moldovenii din Afganistan - ostaticii electorali ai nePresedintelui Dodon &) #VIDEO

See Translation

TELEGHRAPH.MD

Reactia lui Candu: Dodon le-a zis rapitorilor din Afganistan sa-i tina ostatici pe moldoveni pana la

alegeri!

Caption: Moldovans from Afghanistan - the electoral hostages of notPresident

Dodon & #VIDEO



re, Vasile Popovici shared a post. en

Cum s& mai crezi in stirile acestea de 2 bani, care doar minciuni spun?

See Translation

(g@\ StopFals

·Din gramada nu a mai ramas nimic, merele au fost duse la fabrica din Orhei", a afirmat proprietarul merelor.

#StopFals

See Translation

STOPFALS.COM

STOP FALS! Fotografia care circula pe Facebook cu gramezi de mere acoperite cu zapada
la Ungheni ·- TOATE MERELE AU FOST DUSE LA FABRICA!

Caption: How can you believe in this worthless news which only tell lies?·
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TNM; Times New Moldovan eee

#AlegeriPariamentare2019

Nu m-am decis pe care s

O02 9 Comments 40 Shares

o> Like () Comment (> Share

Caption: #ParliamentaryElections2019

Image text: | did not decide who to vote for
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-or,| StopFals

(| -
Directorul Liceului NU a fost batut de reprezentantii PDM!

#StopFals

See Translation

STOPFALS.COM

STOP FALS! Directorul Liceului ,Gheorghe Asachi· din Capitala a fost batut la Bacioi de reprezentantii

PSRM

Caption: The high school principal was NOT beaten up by the PDM representatives!

#StopFals



mo} MoldovanDREAM eee

Pamantul de sub Moldova se va zgudui cu putere @@@

See Translation

MOLDOVANDREAM.COM

Maxima atentie: Se asteapta un cutremur foarte puternic in Republica
Moldova!

Os © 201 38 Comments 1,037 Shares

1) Like () Comment (> Share

Caption: The ground underneath Moldova will shake with power

Headline: Attention: In Moldova is expected a very powerful earthquake!

I<



ste ·=r, StopFals(es) SP

STOP MANIPULARE !

See Translation

PRIVESC.EU

Conferinta ,,Dezinformarea ca instrument de propaganda: tendinte si impact regional·

Transmitem live evenimente pe Facebook, Youtube, TV, portaluri de noutali, aplicatii (OS si Android

Caption: STOP MANIPULATION!

Headline: Conference ·Misinformation as a propaganda tool: trends and regional

impact·



I<mo MoldovanDREAM

Viad Plahotniuc i-a inmanat personal Carnetul de membru PDM lui Vasile Melinte.

See Translation

MOLDOVANDREAN.COM

Vasile Melinte, eroul moldovean care a salvat de la incendiile din Grecia 70

de persoane, a aderat la PDM!

O=0 5B 68 Comments 35 Shares

a) Like (0 Comment (> Share

Caption: Vlad Plahontiuc personally handed the DPM (Democratic Party of

Moldova) membership card to Vasile Melinte.

Headline: Vasile Melinte is the Moldovan hero who saved 70 people during the Greek

fires, he just joined the DPM!



I<
& Dodon NU este presedintele meu ·

Socialistul Dinari Cojocaru a schimbat retorica radical, la doar o saptamana distanta.

A luat bani de la compania din Bahamas, sau nu? Voi ce ati inteles?

See Translation

Caption: The socialist Dinari Cojocaru radically changed his rhetoric just one week

later. Did he take money from the Bahamas company or not? What did you

understand from this?
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