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By Nathaniel Gleicher, Head of Cybersecurity Policy

Today we removed 2,632 Pages, Groups and accounts that engaged in coordinated

inauthentic behavior on Facebook and Instagram. The operations we found were

connected to Iran, Russia, Macedonia and Kosovo. We didn·t find any links between

these sets of activities, but they used similar tactics by creating networks of

accounts to mislead others about who they were and what they were doing.

We are constantly working to detect and stop this type of activity because we don't

want our services to be used to manipulate people. We're taking down these Pages

and accounts based on their behavior, not the content they posted. In each case, the

people behind this activity coordinated with one another and used fake accounts to

misrepresent themselves, and that was the basis for our action.

While we are making progress rooting out this abuse, as we've said before, it·s an

ongoing challenge because the people responsible are determined and well-funded.

We constantly have to improve to stay ahead. That means building better

technology, hiring more people and working more closely with law enforcement,

security experts and other companies. Their collaboration was critical to these

investigations.

We'll update this post with more details when we have them, or if the facts change.

What We·ve Found So Far

Today we removed 513 Pages, Groups and accounts for engaging in coordinated

inauthentic behavior as part of multiple networks tied to Iran. They operated in

Egypt, India, Indonesia, Israel, Italy, Kazakhstan or broadly across the Middle East

and North Africa. The Page administrators and account owners represented

themselves as locals and made-up media entities, often using fake accounts · and

they impersonated real political groups and media organizations. They posted news

stories on current events and frequently repurposed and amplified content from

lranian state media about topics including sanctions against Iran; tensions between

India and Pakistan; conflicts in Syria and Yemen; terrorism; tensions between Israel

and Palestine; Islamic religious issues; Indian politics; and the recent crisis in

Venezuela. Although the people behind this activity attempted to conceal their



identities, our review linked these accounts to Iran. [Updated on March 27, 2019 at

6:02AM PT to delete a reference to ·Kashmir· that was incorrectly included in the

initial list of countries and regions targeted by the Iranian network.]

Presence on Facebook and Instagram: 158 Pages, 263 Facebook accounts, 35

Groups and 57 Instagram accounts.

Followers: About 1.4 million accounts followed one or more of these Pages,

about 108,000 accounts joined at least one of these Groups and around

38,000 accounts followed one or more of these Instagram accounts.

Advertising: Around $15,000 in spending for ads on Facebook paid for in US

dollars, Indonesian rupiah, Indian rupees, Pakistan rupees, Swiss francs and

Canadian dollars. The first ad ran in December 2013 and the most recent ad

ran in February 2019. We have not completed a review of the organic content

coming from these accounts.

We identified some of these activities through our follow-on investigation into Iran-

linked coordinated inauthentic behavior that we found and removed earlier this year.

Our assessment benefited from open source reporting. We have shared information

about our investigation with US law enforcement.

Below is asample of the content posted by some of these Pages:
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Caption: Palestine·s flag was fluttered at

annual British Trade Union conference.



I<

· Pars Today Hebrew nes

March 16 at fa? AM - &&

http://parstoday.com/he/racio/programs-i39014

PARSTODAY.COM

p)"Wn BO'OINA NX 07 N'7AI0N |NVN

79 NA [ONAN iw Ja ean 7 TO NTA NNN IOAN ADDN 3

Headline: Iran is able to hinder hostile tactics

I<59 9 hel -ile us? ols OI + re) ian la
we DEON hd 5 cow cot ctuet 90 AT aed ner

> S w_ bbegraphiy cniylt ueccinsy 2 yqauilie

pM lal ly wae gt at: Mle Md ila ys

what yeas et nS yk ia shies
Mageast pga yal Pl Siglo Lal ly

ae uel nage Fe eee hee ath Cael oa
pip am ijl pt eS ple tp) amaead BD ae alphpe ce ire ob 4 | Pe Ay ere) ee |

Kael al Flay eral | rere elias Say ccs! Oi
ope LA Tee ee oe wells ij arly jd

py ciples gs oli, ei) aa ey hy pall lee
a Ly img el ae silage i] iglpel be els ian

siglo

ee ow ee
Lecial Wh 

cae de eel bed al . cde videiel

. iaah galled gla g Mm a pga yt Mg te Gils pa lel ltd pls Syl ig wey ple ty ··
crm oye a gE yg Ma cyl yelp alee ol ye wipe go gle oi taal yey YF g ad

rte PE 
hy ced pe pa ee BS ln eT gle ge

a 
Fe ee

Image Text: Organizing and coordination between the UK and Zionist Regime

on BBC Persian. According to information provided on the website of the

British Parliament, Jenny Tonge, a member of the House of Lords of the

British Parliament, has asked the Ministry of Defense why London has been

using the Zionist Air Force to participate in the Cobra exercise, scheduled for

this summer. A senior official in the United Kingdom recently said that the

two sides are working closely together to confront Iran and Hezbollah in

response to a question on military cooperation between London and Tel Aviv.
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Image text: Neither, Ghaza nor Lebanon, my [soul] is for Iran

Qods International News Agency - Qodsna,com aos
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Viral: Perahu cepat Iran mengancam Kapal Induk AS - jng lupa commentar

Allahuakbar yang benar benar Muslim pasti akan Klik Share
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Perahu Cepat Pasdaran Dekati Kapal

Induk AS
Perahu-perahu cepat Pasukan Garda Revolusi

Islam Iran (PasdarawIRGC) mendekati Armada

AL AS sebagai respon bahwa mereka beranii...

Caption: Viral: lran·s fast boat threaten US aircraft carrier - For the

real Muslims, don·t forget to give comment allahu akbar and click

share



<
IRIB-Noticias de América Latina shared a link. ose

lhr-@

PARSTODAY.COM

Venezuela alaba rechazo de estadounidenses a injerencias

de Trump
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Separately, we removed 1,907 Facebook Pages, Groups and accounts for engaging

in spam · and a small portion of these engaged in coordinated inauthentic

behavior · linked to Russia. The individuals behind these activities used fake

accounts primarily to operate Groups and Pages posting spam content. Additionally,

a small number of these posted content related to Ukrainian news and politics,

including the ongoing conflict in the eastern part of Ukraine; local and regional

politics; Ukrainian patriotism; refugee issues; Ukrainian military; the situation in

Crimea; and corruption.

Presence on Facebook and Instagram: 86 Pages, 64 Facebook accounts and

1,757 Groups, largely engaging in spam activity.

Followers: About 50,000 accounts followed one or more of these Pages and

around 1.7 million accounts joined one or more of these Groups.

Advertising: No ad spend was found associated with these accounts.

We have shared information about our investigation with relevant law enforcement

and policymakers.



Below is a sample of the content posted by some of these Pages:
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Caption: Urgent! We are looking for candidates for

the role of an information manager. FOR WOMEN!

Work is remote and in your spare time, career

opportunities. If you want to earn, you are from 18

to 60 y.o., you have average computer skills and

internet access, then leave +++ in the comments or

reach out in pm.
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Caption: Just in! Average earnings project on monitoring

from top-admin! Register here: [link]. Serious earnings with

impressive turnover! It is your key for financial success! |

can·t help but admire the way the platform works!

Everything is fast, clear, with no delays, always on time! Pure

pleasure! This project rocks! Worldwide exchange! Pays

back! My deposit is 45,000 RUB....

Image Text: Earn from any spot in the world.
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Finally, we removed 212 Facebook Pages, Groups and accounts for engaging in

coordinated inauthentic behavior that originated in Macedonia and Kosovo. The

individuals behind this activity operated fake accounts to administer Pages sharing

general, non-country specific content like astrology, celebrities and beauty tips.

They also ran small number of Pages purporting to represent political communities

in Australia, the United Kingdom and the United States · and posted about

religious and political topics like nationalism, Islam, and political figures. Even

though they tried to misrepresent themselves, we found that these Pages, Groups

and accounts were linked to a network of individuals operating in Macedonia and

Kosovo.



Presence on Facebook and Instagram: 40 Pages and 172 Facebook accounts.

Followers: About 685,000 accounts followed one or more of these Pages.

Advertising: Around $5,800 in spending for ads on Facebook paid for in US

dollars, euros, pounds and Philippine pesos. The first ad ran in October 2013

and the most recent ad ran in March 2019. We have not completed a review of

the organic content coming from these accounts.

Our investigation benefited from open source reporting, including from the press in

Australia. We have shared information about our investigation with relevant law

enforcement and policymakers.

Below is asample of the content posted by some of these Pages:
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