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We’re constantly working to find and stop coordinated campaigns that seek to manipulate public

debate across our apps.
PURPOSE OF THIS REPORT

Over the past three years, we’ve shared our findings about coordinated inauthentic behavior we

detect and remove from our platforms. As part of our regular CIB reports, we’re sharing
information about all networks we take down over the course of a month to make it easier for

people to see progress we’re making in one place.
WHAT IS CIB?

We view CIB as coordinated efforts to manipulate public debate for a strategic goal where fake
accounts are central to the operation. There are two tiers of these activities that we work to stop:
1) coordinated inauthentic behavior in the context of domestic, non-government campaigns and

2) coordinated inauthentic behavior on behalf of a foreign or government actor.
COORDINATED INAUTHENTIC BEHAVIOR (CIB)

When we find domestic, non-government campaigns that include groups of accounts and Pages
seeking to mislead people about who they are and what they are doing while relying on fake
accounts, we remove both inauthentic and authentic accounts, Pages and Groups directly

involved in this activity.
FOREIGN OR GOVERNMENT INTERFERENCE (FGI)

If we find any instances of CIB conducted on behalf of a government entity or by a foreign actor,
we apply the broadest enforcement measures including the removal of every on-platform

property connected to the operation itself and the people and organizations behind it.
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CONTINUOUS ENFORCEMENT

We monitor for efforts to re-establish a presence on Facebook by networks we previously
removed. Using both automated and manual detection, we continuously remove accounts and

Pages connected to networks we took down in the past.

SUMMARY OF DECEMBER 2020 FINDINGS

Our teams continue to focus on finding and removing deceptive campaigns around the world —
both foreign and domestic. In December, we removed 17 networks of accounts, Pages and
Groups, the most we've removed in any one month. We took down deceptive campaigns from
nearly every continent and shared information about our findings with law enforcement,

policymakers and industry partners. Here are a few trends and tactics we saw:

Targeting of domestic audiences: At least 12 out of 17 networks we investigated and took
down last month — in Ukraine, Kyrgyzstan, Kazakhstan, Brazil, Argentina, Pakistan, Indonesia
and Morocco — targeted domestic audiences in their own countries. At least five networks —
from Iran, Ukraine, France, Morocco, and Russia — focused on people outside of their countries.
We know these actors will continue to attempt to deceive and mislead people, including making
particular viewpoints appear more widely supported or criticized than they are to sway public

debate in their respective countries.

Election targeting and importance of regulations: At least 12 of 17 influence operations
focused on elections, primarily (but not exclusively) on behalf of domestic actors. Deceptive
campaigns like these raise a complex challenge by blurring the line between healthy public
debate and manipulation. Our teams will continue to find, remove and expose these coordinated
manipulation campaigns, but we know these threats extend beyond our platform, and no single
organization can tackle them alone. That’s why it’s critical that we, as a society, have a broader
discussion about what is acceptable political advocacy and take steps to deter people from
crossing the line. As part of our contribution to this conversation, we outlined recommendations

for regulatory and legislative principles against these deceptive campaigns here.

Early detection and limited reach: The vast majority of the networks we removed in December
had limited following or were in the early stages of building their audiences when we removed

them. The small Iranian network is a good example: many of the recent CIB operations from Iran
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have continued to become smaller and less effective as we and our peers in the industry find and
remove them before they are able to build their audiences, including through improving
automated detection systems. To remain active if detected by researchers and platforms, some
of the networks we took down last month relied on off-platform websites to host their content
while using social media to amplify these domains. Ongoing enforcement against these threat
actors across the internet has made these operations less effective in building their following.
With each removal, we set back the actors behind these networks, forcing them to re-build their

operations and slowing them down.

Fictitious news entities and targeting of the media: At least 7 operations we removed last
month ran Pages posing as news entities sharing local updates about current events in the
countries they targeted. This continued the trend we’ve seen over the years. Some of the
networks in today’s report appeared to also target traditional media to place their stories under
fictitious bylines. It’s critical that all of us, including journalists and influential public figures,

remain vigilant about the messages we amplify and verify information we give credence.

Importance of collaboration with researchers, investigative journalists and local civil
society organizations: We continue to see strong collaboration among companies, researchers,
law enforcement and investigative journalists looking for these operations. When one of us finds
an operation, we share it with others so we can all investigate and take action according to our
policies. At least 10 out of 17 networks in this report were found either in collaboration with our
external partners or based on open-source reporting that led our teams to uncover the full extent
of coordinated inauthentic behavior on our platforms. We worked with disinformation
researchers, investigative journalists and civil society organizations to find and remove these
operations. We know that our adversaries will keep evolving their tactics. That’s why we continue

to invest in building partnerships — to find these campaigns earlier in their operation.

We are making progress rooting out this abuse — but as we’ve said before, it’s an ongoing effort.
We’re committed to continually improving to stay ahead. That means building better technology,
hiring more people and working closely with law enforcement, security experts and other

companies.

e Total number of Facebook accounts removed: 1,957
e Total number of Instagram accounts removed: 707

e Total number of Pages removed: 156
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e Total number of Groups removed: 727

NETWORKS REMOVED IN DECEMBER 2020:

1. NEW Iran: We removed 4 Facebook accounts, part of a small and largely inactive
network from Iran. They targeted primarily Arabic, French and English-speaking
audiences globally. This network centered around off-platform typo-squatting domains.
The vast majority of this activity was detected and disabled by our automated systems for
inauthenticity and spam throughout 2020. We found this operation after reviewing
information about some of its activity from FireEye and The Daily Beast.

2. NEW Morocco: We removed 255 Facebook accounts, 93 Pages, 17 Groups and 60
Instagram accounts that originated in Morocco and targeted Morocco and Algeria. We
found links between some of this activity and Qualitia Systems, a marketing firm in
Morocco, also known as Marketing Digital Maroc. We found this network as part of our
investigation into suspected coordinated inauthentic behavior in the region.

3. NEW Ukraine: We removed 23 Facebook accounts, 25 Pages, 11 Groups and 19
Instagram accounts that originated in the Luhansk region in Ukraine and targeted
Moldova, Kazakhstan, UK, Spain, Kyrgyzstan, Ukraine, Belarus, Germany, and Russia.
This network was linked to individuals in the Luhansk region in Ukraine and those
associated with Borotba, a political group in Ukraine. It centered around off-platform
domains and was early in its audience building when we removed it. We found this
activity as a result of reviewing public reporting on a portion of this activity by WELT and
netzpolitik.org in Germany.

4. NEW Ukraine: We removed 13 Facebook accounts, 31 Pages, six Groups and three
Instagram accounts. This domestic-focused network originated in Ukraine and was linked
to individuals associated with the non-governmental organization Anti-Corruption
Blockpost. The operation had almost no following when we removed it. We found it after
reviewing public reporting in Ukraine about some of this activity.

5. NEW Ukraine: We removed 27 Facebook accounts, 37 Pages, 21 Groups and 13
Instagram accounts that originated in Ukraine and focused on domestic audiences. Our
investigation found links to individuals associated with both the European Solidarity party
and Sprava Gromad, an NGO in Ukraine. This network was early in its audience building
when we removed it. We found it as part of our investigation into suspected coordinated

inauthentic behavior in the region.
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6. NEW Kyrgyzstan: We removed 193 Facebook accounts, 246 Pages, 50 Groups and 30
Instagram accounts that originated in Kyrgyzstan and targeted domestic audiences. This
network was linked to individuals in Kyrgyzstan with backgrounds in media consulting
and had a limited following when we removed it. We found it after reviewing public
reporting in Kyrgyzstan about a small portion of this activity.

7. NEW Kyrgyzstan: We removed 92 Facebook accounts, four Pages, 11 Groups and 30
Instagram accounts. This domestic-focused activity originated in Kyrgyzstan and focused
primarily on commenting on their content and also on posts by a political party and
popular news Pages. This network had almost no following when we removed it. We
found it after reviewing public reporting in Kyrgyzstan about a small portion of this
activity.

8. NEW Kyrgyzstan: We removed 121 Facebook accounts, 46 Pages, seven Groups and 41
Instagram accounts that originated in Kyrgyzstan and targeted domestic audiences. Our
investigation found links to individuals in Kyrgyzstan with a background in media and
government, and also a media company called Media Center. This activity centered
around the 2020 Parliamentary election and the 2021 snap presidential election while
playing on multiple sides of the political debate at once. This network had almost no
following when we removed it. We found it after reviewing public reporting about a small
portion of this activity.

9. NEW Kazakhstan: We removed 31 Facebook accounts, one Group and 28 Instagram
accounts that originated in Kazakhstan and targeted domestic audiences. Our
investigation found links to individuals associated with the National Security Committee
and the Anti-Extremism Unit of the Police Department of the North-Kazakhstan Region.
This network appeared to have ramped up in 2019-2020 following protests in Kazakhstan
and had nearly no following when we removed it. We found it after reviewing public
reporting in Kazakhstan about a portion of this activity.

10. NEW Argentina: We removed 663 Facebook accounts and 388 Instagram accounts that
originated in Argentina and focused on domestic audiences. This network focused
primarily on inauthentically amplifying posts and news articles related to Sergio Berni,
Buenos Aires’ Minister of Security and had almost no following when we removed it. We
found it after reviewing public information about a small portion of this activity shared by
an open-source researcher. Our assessment benefited from additional findings shared

with us by FireEye, a cybersecurity company.
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11. NEW Brazil: We removed 25 Facebook accounts, three Pages, and 10 Instagram
accounts that originated in Parana and targeted two municipalities in Parana (Almirante
Tamandaré and Colombo) focusing on the 2020 regional elections. Our investigation
found links to Continental, a PR Agency based in Curitiba, and other individuals in the
state of Parana in Brazil. This network had almost no following when we removed it. We
found this activity as part of our investigation into suspected coordinated inauthentic
behavior in the region.

12. NEW Brazil: We removed 34 Facebook accounts and 18 Instagram accounts that
originated in Brazil and focused on three municipalities in the state of Espirito Santo
(Serra, Vitdria and Cariacica) to amplify the Pages and posts related to mayoral
candidates in each town. Our investigation found links to AP Exata Intelligence in Digital
Communications, a public relations firm with offices in Brasilia, Vitoria and Braga in
Portugal. This network had nearly no following when we removed it. We found it as part
of our investigation into suspected coordinated inauthentic behavior in the region.

13. NEW Pakistan: We removed 27 Facebook accounts, seven Pages, and 23 Instagram
accounts that originated in Pakistan and targeted domestic audiences. This network
created Pages posing as news entities and was early in building its audience when we
removed it. We found it as a result of our investigation into the suspected coordinated
inauthentic behavior with some limited links to the network we removed in August 2019.

14. NEW Indonesia: We removed 107 Facebook accounts, 58 Pages, and 34 Instagram
accounts that originated in Indonesia and targeted domestic audiences. This network
focused primarily on the situation ink West Papua and had limited following when we
removed it. We found this activity as part of our investigation into suspected coordinated
inauthentic behavior in the region.

15. France: We removed 84 Facebook accounts, 6 Pages, 9 Groups, and 14 Instagram
accounts that originated in France and targeted primarily the Central African Republic
and Mali, and to a lesser extent Niger, Burkina Faso, Algeria, Cote d'lvoire and Chad. Our
investigation found links to individuals associated with the French military. This network
had nearly no following when we removed it. We found this activity as part of our
investigation into suspected coordinated inauthentic behavior in the region. (Originally
announced on December 15, 2020)

16. Russia: We removed 61 Facebook accounts, 29 Pages, 7 Groups and 1 Instagram
account that originated in Russia. They targeted primarily the Central African Republic

(CAR), and to a lesser extent Madagascar, Cameroon, Equatorial Guinea, Mozambique,
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South Africa, and the CAR diaspora in France. We found links to individuals associated
with past activity by the Internet Research Agency (IRA) and previous operations we
attributed to entities associated with Russian financier Yevgeniy Prigozhin, who was
indicted by the US Justice Department. This network was early in its audience building
when we removed it. We found this activity as a result of our investigation into the
suspected coordinated inauthentic behavior with links to the network we removed in
October 2019. Our assessment benefited from information shared with us by researchers
at Graphika. (Originally announced on December 15, 2020)

17. Russia: We removed 197 Facebook accounts, 122 Page, 16 Group and 15 Instagram
accounts that originated in Russia and focused primarily on Libya, Sudan, and Syria. We
found links to individuals associated with past activity by the Russian Internet Research
Agency (IRA). We found this activity as a result of our proactive internal investigation into
the suspected coordinated inauthentic behavior in the region — with some limited links to
the networks we removed in October 2019. (Originally announced on December 15,
2020)
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We removed 4 Facebook accounts for violating our policy against foreign interference

which is coordinated inauthentic behavior on behalf of a foreign entity. This small network

— which was largely inactive when we removed it and centered around off-platform
domains — originated in Iran. It targeted primarily Arabic, French and English-speaking

audiences globally.

The people behind this activity used fake accounts to post links to typo-squatting domains
(where web URLs mimic legitimate websites’ names with slight typos to trick people into clicking
on them). Some of these accounts were used to create fictitious personas posing as journalists,
impersonate people, reach out to news outlets and post links to these domains in comments to
public figures’ posts. This network also appeared to have posted forged documents, including
the letter allegedly authored by Senator Duckworth about the fire on the USS Bonhomme
Richard. They posted about US-Israel relations, fictitious claims about family members of
politicians in Israel and the UAE contributions to the US election campaign, and news related to
the coronavirus pandemic. Most of this activity was detected and disabled by our automated

systems for inauthenticity and spam throughout 2020.

We found these accounts after reviewing information about some of this activity shared by
FireEye and The Daily Beast. Although the people behind it attempted to conceal their identities,

our investigation found links to individuals in Iran.

e Presence on Facebook and Instagram: 4 Facebook accounts.
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Below is a sample of the content posted by some of these accounts.
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» We love our IDF soldiers <3
Oct 5, 2020 4:49am

Breaking News!!! Israel is in a great danger! Hezbollah underwater SPY
drone was identified on the coast of Haifa

https:/Awitter.com/IsraelHayomEng/status/1313032538638749696?s=19

Translation:
Caption: “Mourning in black clothes and a

minute of silence for the death of a pandain
Thailand”

Comment: America advises Saudi Arabia to
enlist the help of U.S. allies in the region in
response to drone attacks on Saudi oil
facilities, Shareen Haskel revealed on her
official Twitter account, after an official
request from the Saudi government that a
delegation of Israeli experts had been to

Saudi Arabia to investigate the matter.
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Translation:

Jul 14, 2020 10:37am Text in French: Black soldiers USS

Bonhomme Richard

Soldats noirs USS Bonhomme Richard
Translate
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According to a very recent report by Haaretz, a significant portion of
American Jews will vote for Biden, 75 percent to be exact. That might pose
a threat to Prime Minister Netanyahu since during the Trump
administration, stabllizing strategies were implemented according to
Netanyahu’s vision. N lizing relations with Arab states are
on the way and to put it simply, too many wheels are tumning; and a
democrat Biden presidency can put blunt and sudden stop to all that has
been accomplished (or will be in a very near future). But it’s not all bad
news for Trump's MAGA campaign. | know for a fact that our Prime
Minister is hard at work to help Trump. Many Arab states are willing to do
as much as they can to help him as well. Very recently Mohammed bin
Zayed, the crown Prince of Abu Dhabi, made a generous donation of 200
million USD to Trump’s campaign hoping to keep him in power, and this act
of generosity did not go d as PM N y deeply thanked him
during a phone call. No matter the result of the 2020 US presidential

lection, diph ic and gic ties b Israel and Arab states must
be nourished and strengthened as the security of Israel and the region
depends on it.
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We removed 255 Facebook accounts, 93 Pages, 17 Groups and 60 Instagram accounts for

violating our policy against foreign interference which is coordinated inauthentic behavior

on behalf of a foreign entity. This network originated in Morocco and targeted Morocco

and Algeria.

We found several clusters of activity that relied on fake accounts — some of which had been
already detected and removed by our automated systems — to comment, drive people to
off-platform domains, and manage Pages. This network’s accounts amplified content from its
Pages to make it appear more popular than it was. Some of these fake accounts went through
significant name changes, including switching between male and female names. At least one

Page posed as a regional Page for Huffington Post.

This network posted in Arabic and French about news and current events in the region, including
political issues in Morocco and Algeria; supportive commentary about the king of Morocco and
its security services, protests in Algeria, Morocco’s progress in fighting the pandemic, and
vaccine development. They also criticized independent journalists, Amnesty International and its
reporting on human rights abuses in Morocco, protests in Morocco, the Justice and
Development Party, the government of Algeria, the Polisario Front and its claims that Western

Sahara isn’t part of Morocco.

We found this network as part of our internal investigation into suspected coordinated
inauthentic behavior in the region. Although the people behind this activity attempted to conceal
their identities and coordination, our investigation found links between at least one cluster in this
network and Qualitia Systems, a marketing firm in Morocco, also known as Marketing Digital

Maroc.

e Presence on Facebook and Instagram: 255 Facebook accounts, 93 Pages, 17 Groups

and 60 accounts on Instagram.

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT


https://newsroom.fb.com/news/2019/10/inauthentic-behavior-policy-update/
https://newsroom.fb.com/news/2019/10/inauthentic-behavior-policy-update/
https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/
https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/

e Followers: About 1.7 million accounts followed one or more of these Pages, about 11,000

accounts joined at least one of these Groups and around 4,200 people followed one or

more of these Instagram accounts.

e Advertising: About $19,000 in spending for ads on Facebook and Instagram paid for in

US dollars.

Below is a sample of the content posted by some of these Pages:

Edito24
Nov 30, 2020 12:16pm - &

ol dilaia e 16 08 oy St L sl Al g sl ol A
Translate

EDITO24.COM :
o Ailaie b Jf 5081 (8 5 il Chagiay Lgbadh i sV gyl ) Ain
Edito24 |

Translation:
The separatist Polisario Front gets its youth in
the Tindouf camps ready for the terrorists in

the Sahel region
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. Sepbalt bl o shal dne cllal oouas Slisa Translation:

Novenber M m A0 W . ©

Bl L Sl ) L . H
St Page name: Lovers of King Mohammed VI

Ald e Sl

Sve Trnetation and the Royal Family

Caption: Good morning, lovers of our beloved
king. Our beloved king is at the height of
elegance.

#Thank_You_Your_Highness_the_King
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msg d'un tunisien Elqui réve d'une afrique du nord solidaire: nous
tenon responsable le systeme algérien car il est la source des
hostilité ds la région. peuple algérien frére, y a que votre hirak qui
peut ns sauvé ~

Translate
LR

Huffpost Taounatepress
‘ November 25 at 9:63 AM « @ Public
Lgaa 535 S0l ol anms 2L a1 353 s G il aablgall Glasa asaall dgpall Slledl
o dta, ¥l Cilelasdl e shaaud o5yalits egSaly 8yl Slginti (b phazally Ganlaydt Jba Gl
bl ehaall JUs Ganlld
O jaaall

Translation:

Comment: Message from a Tunisian who
dreams of a united North Africa: We hold the
Algerian system responsible, because it is the
source of hostility in the region. Brother
people of Algeria, only your Hirak [protest

movement] can save us

Translation:

Caption: The United Arab Emirates forbids
Algerian citizens from entering its territory
because over the past years many terrorists
and extremists have come from Algeria, and
the government is unable to control the
terrorist groups in the depths of the Algerian

desert. Source below

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT



We removed 23 Facebook accounts, 25 Pages, 11 Groups and 19 Instagram accounts for

violating our policy against foreign interference which is coordinated inauthentic behavior

on behalf of a foreign entity. This network originated in the Luhansk region in Ukraine and
targeted Moldova, Kazakhstan, UK, Spain, Kyrgyzstan, Ukraine, Belarus, Germany, and

Russia.

The people behind this deceptive campaign used fake accounts to manage Pages and Groups,
drive people to off-platform domains masquerading as independent news entities in countries
they targeted, and comment to make their posts seem more popular than they were. Each Page
had an accompanying domain and posted content hosted on these websites. It appears that the
network accelerated its activity in 2020 and some of its content was re-printed by media
organizations in Germany and Russia, including Sputnik Germany. These accounts used stock
images as their profile photos. They posted primarily in English, German and Russian — about
news and current events in countries they targeted, including politics in Moldova; Russia’s
victory in World War II; fictitious claims about the Salisbury poisoning in the UK; positive
commentary about USSR and pro-Russia politicians in Moldova; criticism of pro-EU politicians in

Moldova, and the US election results.

We found this network as a result of reviewing public reporting on some of this activity by Die
WELT and netzpolitik.org in Germany. Although the people behind this activity attempted to
conceal their identities, our investigation found links to individuals in the Luhansk region in

Ukraine and those associated with Borotba, a political group in Ukraine.

e Presence on Facebook and Instagram: 23 Facebook accounts, 25 Pages, 11 Groups and
19 accounts on Instagram.

e followers: About 23,000 accounts followed one or more of these Pages, around 7,000
joined one or more of these Groups, and around 17,600 people followed one or more of

these Instagram accounts.
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e Advertising: About $4,000 in spending for ads on Facebook and Instagram paid for
primarily in US dollars and rubles.

Below is a sample of the content posted by some of these Pages.

The Capital News shared a ink
May 22, 2020

TODAY'S WORLD WAS REALIZED IN BLOOOY BATTLES: OUR
CHILDREN MAY PAY A HIGH PRICE FOR FORGOTTEN LESSONS OF
THE PAST

Next: httpicapitalnews.org.uk/lodays-worlkd-was-realized-in-blo.../

CAPITALNEWS ORG.UK

Today's world was realized in bloody battles: Our children
may pay a high price for forgotten lessons of the past - The...

Wnnumaruea "9 MAR" shared a link. e T I t. .

N 16 5055 ranslation:
C npasnnukosm senvkoi MNobenst Haa awmamom!
favxerve «MHuumatisa «9 Man»» NO3APaBARET BCEX C 75-neTHeM Page name: |nitiative " May 9 "
Benukoi MNobeak: COBETCKOTO HAPOAA U BCEX aHTWALIMCTOR Hag

HaumcTkon Mepmanmein!

Yurars panee: hitps://9may.org/.../s-prazdnikom-velikoj-pobedy-nad-

Siohtbsyp Caption: Happy Victory Over Fascism Day!

The movement "Initiative "May 9"
congratulates everyone on the 75th
anniversary of the great victory of the Soviet
people and all anti-fascists over Nazi
Germany!

Image overlay: Happy Victory day!

OMAY.0RG

C npasaHukom senukoin Mobeas Hap

Learn More
chawmuamom! - 9may.org
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3xo Keipreiacrana shared a link. oo
February 21, 2020
Heposepue Hapoaa K BNacTh TOPMO3UT PasBUTUE IKOHOMUKM
Kbiproiacrana

Yuratb npogomkenne: hitps://ehokg.org/nedoverie-naroda-k-viasti-
tormozit-razvi.../

Translation:
Page name: Echo of Kyrgyzstan
Caption: People's distrust of authorities slows

down the development of the Kyrgyz
economy

EHOKG.ORG

Heposepue Hapoga K BNacTu TOPMO3UT Learn More
pasBuTHe 3KOHOMUKH KbiprbiscTana - 9xo...

‘3 Pravdorub.md shared a link.
X December 28, 2020

hitps://pravdorub.md/dumitru-alajba-byl-ulichen-v-rasprost.../
S C

Translation:

Page name: Truth-teller

: t7,
F 24 Article title: Dumitru Alayba was caught
PRAVDORUB.MD

Lymutpy Anait6a 6610 yNIM4EH B pacnpocTpaHeHnn (henkos -
Npaspopy6
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We removed 13 Facebook accounts, 31 Pages, six Groups, and three Instagram accounts

for violating our policy against coordinated inauthentic behavior. This domestic-focused

activity originated in Ukraine.

The people behind this network used fake accounts to post and comment on their own content
to make it appear more popular than it was, manage Groups and Pages, some of which posed
as news entities. Some of this network’s accounts and Pages had already been detected and
disabled for spam and inauthenticity. Some of their content appeared on legitimate news sites in
Ukraine under fictitious bylines. The people behind this operation posted primarily in Ukrainian
and also in Russian about economic and political news, corruption in Ukraine, supportive
commentary about some politicians like the former head of the State Tax Service in Ukraine,
governor of the Odessa region, one of the local politicians in Odessa, and the UA Railway. They
also posted content critical of some politicians, including Aleksandr Dubinskiy, Evgeniy Plinskiy,

Luydmila Demchecnko, Igor Umanskiy, and Sergey Marchenko.

We found this campaign after reviewing public reporting in Ukraine about some of this activity.
The vast majority of this network was inactive at the time we removed it. Although the people
behind it attempted to conceal their identities, our investigation found links to individuals

associated with the non-governmental organization Anti-Corruption Blockpost.

e Presence on Facebook and Instagram: 13 Facebook accounts, 31 Pages, 6 Groups, and
3 accounts on Instagram.

e Followers: About 31,000 accounts followed one or more of these Pages, about 7,000
accounts joined at least one of these Groups and around 250 people followed one or
more of these Instagram accounts.

e Advertising: Less than $9,500 in spending for ads on Facebook and Instagram paid for in
US dollars.
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Below is a sample of the content posted by some of these Pages.

@ MnaTHuku noaatkie shared a link

1 Memopanaym i TpaHww MB® - wo yexatv nnatHukam noparkis |

== CripoLueHa cuctema onogatkysanHs ans ®Oris He Gyae siamiHATUCS
== HoBuX Ninbr Ta Npueineis no onogartkyeaxHio He Gyae BBOAUTUCA
we [PUAHATTS 3aKOHY NPO NOAATKOBY aMHICTiO

Ceprin BepnaHos - npo HOBUI MeMopaHayMm Ykpaiiu 3 MB®.
YactuHa 1

0 AHTUKOpYNUiiHMIA GnoknocT

"Mama niobut ckopocTs” - [yGincekuin W 3abnokysas posrnsg
aHTUKOPYNUIAHMX 3aKOoHIB y BepxosHin Pagi a twkaexs 11

Y noHeainok Bci aenyrarceki dpakufi-rpyny A0CAINKM €AMHOT NO3UUIT WoAo
3akoHonpoekTy Ne 4304 (Mpo sigHOBNEHHS Al OKPeMUX NONOXEHb 3aKOHY
Ykpainu "Mpo 3anobiranxs kopynuii™ Ta KKY). Mpore cboroaHi 3paHky BiH
NOAAB anLTepHATUBHUIA 3aKOHONPOEKT

3rigHo npoueayp, BepxoeHa Pana Tinbku Ha HAaCTYNHOMY NNeHapHoMY
TWXHI PO3NOMHE PO3rNAg HOBUX ZIHYI‘JZO,'J)‘I’WUH(HHX 33KOHIB

S -

Translation:
Page name: Taxpayers

Caption: | IMF memorandum and tranche -
what to expect from taxpayers |

== The simplified taxation system for sole
proprietors will not be abolished.

== No new tax benefits and privileges will be
introduced.

== Adoption of a law on tax amnesty.

Translation:
Page name: Anti-corruption checkpoint

Caption: "Mom loves speed" - Dubinsky @
blocked consideration of anti-corruption laws
in the Verkhovna Rada for a week!!

On Monday, all parliamentary factions-groups
reached a common ground on the bill Ne 4304
(On the restoration of certain provisions of the
Law of Ukraine "On Prevention of Corruption”
and the Criminal Code). However, this
morning he submitted an alternative bill

According to the procedures, the Verkhovna
Rada will start consideration of new
anti-corruption laws only next plenary week

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT



IHCTUTYT MOHITOPUHrY iHGpacTPyKTYpH
October 21

YKp3anisaHuua NpoTAroM ocTaHHIX poKiB 3aKynoBye enexTpoexeprii Yepes
CBOIO "NPOKNaaKy”, Yepes sKy nocagosi ocobu Y3 BUMMBAIOTH KOWTH
AepxasHoi komnaHii. Burogy otpumytoTs "ainku” 3 Y3, a KomnaHia Hece
3BUTKM

BinblW geTanbHiwe:

& https://dilo.net.ual.../zakupka-elektroenergiyl-mozhlyvo-naj.. /...

See More

Py <~ -~ < -
% 3AKYMKA ENEKTPOEHEPTII -

N HAVBI/IbLUA CXEMA «YKP3ANI3H
SO\ e s Lt

J

YepHbi MbiTapb shared a link.
October 21

BnacTe Heonro Aymana, otkyaa 6parth AeHLIW Ha NOKPLITHE OTPOMHOM,
KaK Bonbloi KaHboH 1 Aaxe Bonblue, Abipbl B GlogxeTe, 3a KOTopylo
FIMYHO HECYT OTBETCTBEHHOCTL MapueHKo 1 ero noapyyHbie. OTeer
Halweéncs BbiCTPO - Ha Manoi poguxe MpesuaeHTa B nuue Nakwmm
Mwuranna, cobcTeennHnka KpuBopoxcranu. A YTo genars, ecnu MB® pexer
He AacT K1 40 HOBOrO roaa, Hu Aaxe nocne.

Mopa Ha4uMHaTL Npoapa3sBepcTKy - Takow peuent ¢

k l BN ()

PLUS OBOZREVATEL COM
3kc-rnase Hanorosow BepnaHoBy cooGwunu o Nnogo3peHun,
OH Ha3Ban 370 "IpUANYECKUM TpalweMm"

— -

Translation:

Page name: Institute of Infrastructure
Monitoring

Caption: In recent years, Ukrzaliznytsia
(Ukrainian Railway - UR) has been purchasing
electricity through its "gasket" through which
UR officials launder the state-owned
company's funds. UR "dealers" benefit, and
the company incurs losses. More details:

Translation:

Page name: Black customs officer

Caption: The authorities did not think for a
long time where to get money from to cover a
huge hole in the budget, like the Grand
Canyon and even more, for which Marchenko
and his henchmen are personally responsible.
The answer was found quickly - in the
homeland of the President in the person of
Lakshmi Mitall, the owner of Krivorozhstal.
And what if the IMF does not give money
either before the New Year, or even after.

It's time to start surplus appropriation - this is
the recipe 4
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We removed 27 Facebook accounts, 37 Pages, 21 Groups and 13 Instagram accounts for

violating our policy against coordinated inauthentic behavior. This domestic-focused

activity originated in Ukraine.

The people behind this activity used fake accounts to create fictitious personas, evade our
enforcement, manage Pages, and post in Groups named after cities in Ukraine. They also shared
content from official Pages of political parties and politicians and liked and commented on other
people’s posts to make them appear more popular than they were. This network posted in
Ukrainian and Russian about news and politics in Ukraine, including supportive commentary
about European Solidarity and its candidates, NGO Sprava Gromad, former President
Poroshenko and criticism of President Zelensky. Some of this content was rated false by local

fact-checkers.

We found this activity as a result of our internal investigation into suspected coordinated
inauthentic behavior in the region. Although the people behind this network attempted to conceal
their identities, our investigation found links to individuals associated with both the European

Solidarity party and Sprava Gromad, an NGO in Ukraine.

e Presence on Facebook and Instagram: 27 accounts, 37 Pages, 21 Groups and 13
accounts on Instagram.

e Followers: About 77,000 accounts followed one or more of these Pages, about 16,500
accounts joined at least one of these Groups and around 7,400 people followed one or
more of these Instagram accounts.

e Advertising: Around $300 in spending for ads on Facebook and Instagram paid for in US

dollars and also in rubles.
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Below is a sample of the content posted by some of these Pages.

Translation:
Page name: Wonders believe in Alice

Caption: We are offering to Ministry of
Education a riddle for the school workbooks
"l explore the world" for the 2nd grade
instead of Monatik and Doroyeeva

First image: 1. | got off the plane that |
promised to sell

2. Got into the cortege that | promised to get
rid off

3. | went to the dacha that | promised to give
to children

Second image: Maybe enough already?
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Translation:

Comment: This is what | understand! Humor
and sense of responsibility! And the best thing

is that one can always approach you and ask
and you'll never say no!
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. bByHTiBHi MapioneTku shared a post
¢
5 Q Put

https://m.facebook.com/story.php?

ByHTiBHI MapioHeTku
etober 16 - 2%

€8poneicbKuiA napnameHT, Haronocue wo BE3BI3 nig
3ArPO3010
11 Nicna Toro, K y MUHYNoMy micaui y BP npuitH 3aKOH
akuit PYWUHYE npuHUMnU He3aNeXHOCTi aHTUKOPY
NpPOKypaTypu

Translation:

Page name: Rebel Puppets

Caption: European parliament says that the
visa-free regime is threatened! After last
month Ukrainian parliament passed the law
that destroys the principles of independence

of the anti-corruption prosecutor's office!
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Translation:
Comment: One can conclude that Lvyv is
growling at Kyiv and we cannot defend

ourselves
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We removed 193 Facebook accounts, 246 Pages, 50 Groups and 30 Instagram accounts for

violating our policy against coordinated inauthentic behavior. This domestic-focused

activity originated in Kyrgyzstan.

The people behind this activity used fake accounts — many of which had already been detected
and disabled by our automated systems — to comment, post in Groups and manage Pages.
They also openly offered social media management services. This network was primarily active
around the 2017 presidential election in Kyrgyzstan. It posted primarily in Kyrgyz and also in
Russian and focused on promoting the former President Jeenbekov’s 2017 electoral campaign,

while also criticizing his opponents.

We found this network after reviewing public reporting in Kyrgyzstan about a small portion of this
activity. Although the people behind this activity attempted to conceal their identities, our

investigation found links to individuals in Kyrgyzstan with backgrounds in media consulting.

e Presence on Facebook and Instagram: 193 Facebook accounts, 246 Pages, 50 Groups
and 30 accounts on Instagram.

e followers: About 85,000 accounts followed one or more of these Pages, about 39,000
accounts joined at least one of these Groups and around 27,000 people followed one or
more of these Instagram accounts.

e Advertising: Less than $4,800 in spending for ads on Facebook and Instagram paid for

primarily in US dollars.
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Below is a sample of the content posted by some of these Pages.

Translation:
' Aug 12, 2020 5:59pm

Butun Kyrgyzstan [United Kyrgyzstan] - Party
of old farts

81 BYTYH
B KbIPTbI3CTAH

t§3 NAPTUSA
CT APbIX
I'IEP.[I,YHOB

\
|

Kbiprbiaya Cascar Translation:
3 Oct 14,2017 9:36pm - @

Page name: Kyrgyz Politics

Ya3HbekoB MeHeH BabaHOB KalbiM anTbiWwa KEeTUWTH. Xa3HbeKos
babaHoBAy Xapra Takagb!

Translate

Caption: Jeenbekov and Babanov started
arguing. Jeenbekov pushed Babanov to the
brink
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o Jomrahy Selnes peoirsnge s
‘. May 28 2017 4 25atr

SN TEVRETYYOYM, WIUTRR STT3M AN ALUTUDN METHAM AN TIIEAT!
Qrau.-,vl'u:u BAaBavONZY TN DWAAL. TYYDE TAMGOO WaCcarswaan M
Hunew!

i

KCANMuminap aa CoopanGall ¥aanbenoaro num unainad, Omypbex
BabasosayH TETEPErise TONTOAO GalTauTo

Translation:

Caption: People choose the person they
deserve and that can work! | know that
Omurbek Babanov was chosen by those who
made the right choice!

Comment: emoji
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r ‘ Now 34 2020 T 2ham

NODUEFMIM L YYUEHBERA SOAIMERA! Mid JA CORANE LIS M
CYIL 2SADVIANMERA sFANAMERTEEOUITOHAYY

NOAAEPXUM
AYWIWEHBEKA JUNATIMEBA!

Mbi 3A CIIPABELMBRIV CYA!

NUAACAA Syiusvte s ARNANNOOA! \ha 38 CODODOS et b 2y 01!

Vio:

Qo
B

Mocaunu & 2ECOmOTHO HERRHORHOID WN0REXA STD HATWBMICH
NONMT 205231 HAZEO0CH CYR NPCAZET MIKCAMANSHD MDOIPIH0 M
wectwo!

l’m“
O

Translation:

Caption: LET'S SUPPORT DUISHENBEK
ZILALIEV! WE ARE FOR JUST COURT!
#3ASNNAJTIMEBA
#3UJTATIMEBIEBOLLITOHAOYK

Comment: They put an absolutely innocent
person in jail! It's a political act! | hope the trial

will be as transparent and honest as possible!
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We removed 92 Facebook accounts, four Pages, 11 Groups and 30 Instagram accounts for

violating our policy against coordinated inauthentic behavior. This domestic-focused

activity originated in Kyrgyzstan.

This network used fake accounts — some of which had already been detected and disabled by
our automated systems — to post in Groups, manage Pages, and like content to make it appear
more popular than it was. The majority of this activity centered around commenting on their own
content and posts by Mekenim Kyrgyzstan party’s Page and popular news Pages in Kyrgyzstan
like Kloop, Azattyk, Kaktus, and AKlpress. These comments focused on either condemning
negative stories about the politician Matraimov’s family and the Mekenim Kyrgyzstan party or
agreeing with critical stories about the party’s opponents. They also posted in Russian and
Kyrgyz about domestic news and current events including elections that took place between
2017 and 2020. One cluster within this network posted primarily in support of the Mekenim
Kyrgyzstan party and criticized its political opponents. The other cluster posted about political
news in Kyrgyzstan including the scandal related to the local internet service provider Aknet,
elections in 2020 and 2021, various claims of corruption, positive commentary about the

Matraimov family, and criticism of former President Atambaev.

e Presence on Facebook and Instagram: 92 Facebook accounts, 4 Pages, 11 Group and 30
accounts on Instagram.

e followers: About 1,000 accounts followed one or more of these Pages, about 1,900
accounts joined one or more of these Groups and around 20,700 people followed one or
more of these Instagram accounts.

e Advertising: Around $4,500 in spending for ads on Facebook and Instagram paid for in
US dollars.

Below is a sample of the content posted by some of these Pages.

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT


https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/
https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/

idoop)
w

)
€ | B ropemy ero! gocran! |
[+

Like - Reply - 1

» KG KOPPYNUUA

LLIOK!

BELLAA HAM

AATILLY

TaMoxHen &

Translation:

Caption: "Almazbek Atambaev offered the
investigators to answer the queries around
Batykaev's case in writing without making it
public, but the offer was rejected.

Comment: He should be put in jail! Sick of
him!

Translation:

How Ali Toktakunov pulled our leg (hung
noodles on our ears), speaking only about
Matraimov, he did not mention Ikram
llmiyanov at all, who actually ran the entire
customs service.
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‘ May 30

[lase He yavenealks e i

ANHE XO YAV THES

A xo4y ObITb AENYTATOM

» Banxouckmne
May 30

PMomGexoa 5 2003 roay OXOHSNN OPURNYECKHMA Gaxynstet KHY wa Banacarwsa
JATEM C NOMOLBI YEIIAHNOTO ZANNOMA NOMYYM BTONCE BLICIIEE OOPAOBIHNE B
LAwnakagesust no cn

See More

24 k
WU “-9
5 N
-:'ﬂ TOXe XOH‘/ MWUAANOH», P}ﬂepbi 3anncanu NecH o Kblpl’bl3CKV.)(
YMHOBHUKAX

«fl TOXe XOuYy MUNAVOH, TOXE XOUY UMeTb cyeT 33 pybexom. Ho He
TakuMm nyTem, rpaba rocyAapcrso v N0, NPOXMUBAIOWMX B HEM», —
NOIOT B CBOEY HOBOW NECHE YYACTHUKM OTeUECTBEHHOM Pan-rpynnsl
AP.

P 0027312

Q HY My3biKa OT/MUHaA ) ee Hano Bbino noceetve ATAMBAEBY

» XAHbI OOP

Translation:
Caption: "Not even surprised i g gx "
| don't want to study, | wanna be a deputy"

Shared post: R. Mombekov graduated from
the Law Faculty of the Kyrgyz State University
in 2003, then with this diploma he received a
second higher degree in International
Relations at the Diplomatic Academy! R.
Mombekov's legal diploma is fake, but this
did not stop him from working in various
leadership positions after 2010, and
becoming a deputy! This is how people
without education become MPs and decide
on important issues.

Translation:

Caption: | also want a million, | also want to

have an overseas bank account..

Comment: Well, the music is excellent) it
should have been devoted to ATAMBAEV
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We removed 121 Facebook accounts, 46 Pages, seven Groups and 41 Instagram accounts

for violating our policy against coordinated inauthentic behavior. This domestic-focused

network originated in Kyrgyzstan.

The people behind this activity used fake accounts — some of which had already been detected
and disabled by our automated systems — to drive people to off-platform domains, manage
Pages posing as news entities, post in Groups and comment on other people’s content. Some of
the Pages claimed to be supporting particular politicians while other Pages posed as critical of
the same political figures. This activity primarily centered around the 2020 Parliamentary election
and the 2021 snap presidential election, while playing on multiple sides of the political debate at
once. This network posted primarily in Kyrgyz and also in Russian about political news and
current events in Kyrgyzstan including the October 2020 election, supportive commentary about

former Presidents Japarov and Atambayev, and also criticism of both of these politicians.

We found this network after reviewing public reporting about a small portion of this activity.
Although the people behind it attempted to conceal their identities, our investigation found links
to individuals in Kyrgyzstan with a background in media and government, and also a media

company called Media Center.

e Presence on Facebook and Instagram: 121 Facebook accounts, 46 Pages, 7 Groups and
41 Instagram accounts.

e followers: Around 31,000 accounts followed one or more of these Pages, about 11,000
accounts joined one or more of these Groups and around 8,800 people followed one or
more of these Instagram accounts.

e Advertising: Around $1,250 in spending for ads on Facebook and Instagram paid for in
US dollars.

Below is a sample of the content posted by some of these Pages and accounts:
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Translation:

Caption summary: Babanov and Kazakbaev
are conspiring against government and
behind the groups in social media that are
"broadcasting audio, video, and false
information against the government"

Comment: Babanov should go to jail!
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== Ring.kg - Kabapnap

° Translation:
”» » CAQbIP XXANAPOB BU3AUH NPE3UAEHT . L. .
;s & Caption on the original post: People's choice
Sadyr Japarov
Video overlay: Sadyr President. Serving the
CALDbIP
NMPE3UOEHT future!
KEJIEMEKKE KbI3MAT!
CNYXXEHVE BYAYLWEMY!
’“ ||; 'A\“' =
M-Q
AnavH Tapoocy Caabip Xanapos
Translation:

Caption: Is Temirlan Sultanbekov registered at

a famous psychiatric hospital in Moscow?

=

Becnpepen KG-KP
May7-Q

Temupnan Cynranbekos Mockeagarbl atakTyy ncux6onbHuuana
KaTTooa0 TYpabnl?

Translation:
Caption: How did Mombekov become a

millionaire?

Video Text overlay: How did Mombekov

become a millionaire?

Comment: Mombekov's diploma is fake!

BAYH AMNNOMY XKacanma!

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT



We also removed 31 Facebook accounts, one Group and 28 Instagram accounts for

coordinated inauthentic behavior. This domestic-focused network originated in

Kazakhstan.

We found several distinct clusters of activity within this network. They used fake accounts to
impersonate others and leave critical comments on posts by local news organizations, activists
and opposition in Kazakhstan. Many of these accounts were created at once and used photos of
historical figures like Vincent Van Gogh and Marco Polo or photos of notable landmarks like Eiffel
Tower as their profile images. Some accounts impersonated an activist and a blogger in
Kazakhstan. This network appeared to have ramped up in 2019-2020 following protests in
Kazakhstan. It posted in Russian and Kazakh about domestic news and current events including
criticism of Democratic Choice of Kazakhstan, a banned opposition group in Kazakhstan;
allegations towards activists of being criminals and scammers; and supportive commentary

about the police and the People's Party of Kazakhstan.

We found this activity after reviewing public reporting in Kazakhstan about a portion of this
activity. Although the people behind this network attempted to conceal their identity and
coordination, our investigation found links to individuals associated with the National Security
Committee and the Anti-Extremism Unit of the Police Department of the North-Kazakhstan

Region.

e Presence on Facebook and Instagram: 31 Facebook accounts, 1 Group and 28 Instagram
accounts.
e fFollowers: 1 account joined this Group and about 1,250 people followed one of more of

these Instagram accounts.
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Below is a sample of the content posted by some of these Pages and accounts:

shared a post. Translation:
March 11

Image overlay: #youcantrunfromthetruth

#om_npaedwl_Hne_yoexcumib

I'm a fraudster

I've come up with a fictional diagnosis for my
daughter - in order to create hype and make
money

-
I - MOIIIEHHUK
> ‘ A’II',”IIH\"'{;I 1 SHIMBIUACHHBIU OUACHO3 (l:ﬂ,’L“[?Il

NMOOLI Xaunanyn
u sapaoomams oenez)

Translation:

Caption: NEW HEAD APPOINTED TO
DISTRICT POLICE DEPARTMENT IN
NORTH-KAZAKHSTAN OBLAST

Comment: We congratulate you on your
appointment! Only forward

Comment: One of the best bosses in the
department!

Comment: Worthy and deserved

appointment! Literate, communicative and
educated leader! Success in your new role!
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Translation:

’\Q December 14

Image overlay: Democracy | Getting paid for
an opposition spectacle

OEMOKPATUA

NONYYATb
OEHDBIU 3A
OMNMNO3ULMUOHHbIN
CNEKTAKNb

Translation:

#pedophile #covid19 #deceased Even the
lawyer [redacted], who most likely realized
that it makes no sense to pull out all the stops
for this criminal, did not help this fraudster
and pedophile, as she sensibly comprehends
and understands who he really is...
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We removed 663 Facebook accounts and 388 Instagram accounts for coordinated

inauthentic behavior. This network originated in Argentina and focused on domestic

audiences.

The people behind this activity used fake accounts — some of which had already been detected
and removed by our automated systems — to create elaborate fictitious personas using profile
photos generated by artificial intelligence, post, like and comment on content to make it appear
more popular than it was. This network posted in Spanish and focused primarily on
inauthentically amplifying posts and news articles related to Sergio Berni, Buenos Aires’ Minister
of Security. These accounts liked and re-shared the same posts at once from this politician’s

official Page. They also posted about hobbies, animals, and cooking to appear more authentic.

We found this network after reviewing public information about a small portion of this activity
shared by an open source researcher. Our assessment benefited from additional findings shared

with us by FireEye, a cybersecurity company.

e Presence on Facebook and Instagram: 663 Facebook accounts and 388 Instagram
accounts.

e Followers: About 10,000 accounts followed one or more of these Instagram accounts.
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https://twitter.com/conspirator0
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Below is a sample of the content posted by some of these Pages and accounts:

N 7o o o Translation:

May 8

050 €3 mi jefecito, slempre al frenle : L 1
R R Caption: 'That's my boss, always ahead.

See Transiation #thepoliticalchinstrapofkicillof''.

AGENHOY COM AR
Saper Berni, el barbijo politico de Kicillof, por Jorge Joury -
AgenHoy

oy & Translation:

' I 109 2 00

Image overlay: Ensenada - School Food
System.

Caption: # Weekly Summary | Learn about the
work that we carry out in the Province during
this week. #BonaerenseSummary.

o Uks Page

AWy &
FvehyRmoown | Kaow e Work we Sy on in T Frovnce ring s week

MaserBDorsecwse
O See ongrel  Rate this barsiaton
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I <0-c a post Translation:

May 19

‘Sharing what happened in the #Zarate
monitoring center when | went to look for
information about a criminal act'.

Liks P
Way 19 o 290
Compans 10 gud SUCeSd 0 o Conted 00 MONIOeS S8 FZArate CUsnaD Il A Duseas

Niomacon acerca de un hecho delictivo
Soe Trariiaton

e I sharod & ink Translation:
e 5

"Interview with Sergio Berni on Radio Mitre.
Listen and download Sergio Berni interview
episodes for free''.

AR IVOOX COM
Entrevista a Sergio Bernl en Radio Mitre
Escucha y descarga los opisocios 0o Entrovistas Sergio Bermi gratis. E1
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We removed 25 Facebook accounts, three Pages, and 10 Instagram accounts for violating

our policy against coordinated inauthentic behavior. This domestic-focused network

originated in the state of Parana in Brazil.

We found two clusters of activity that used fake accounts — some of which had already been
detected and disabled by our automated systems — to post, comment and manage Pages. One
of these Pages posed as an independent news entity. This activity targeted two municipalities in
the state of Parana — Almirante Tamandaré and Colombo — and focused on the 2020 regional
elections. The majority of likes and comments on this network’s Pages were by their own
accounts. The people behind this campaign posted in Portuguese about the mayoral elections.
They also shared supportive commentary about the current mayor of Almirante Tamandaré and
the mayoral candidate associated with the PSD party in Colombo, as well as criticism of these

candidates’ political opponents.

We found this activity as part of our internal investigation into suspected coordinated inauthentic
behavior in the region. Although the people behind it attempted to conceal their identities and
coordination, our investigation found links to Continental, a PR Agency based in Curitiba, and

other individuals in the state of Parana.

e Presence on Facebook and Instagram: 25 Facebook accounts, 3 Pages, and 10
Instagram accounts.

e Followers: Around 1,600 accounts followed one or more of these Pages and around
2,300 people followed one or more of these Instagram accounts.

e Advertising: Around $160 in spending for ads on Facebook and Instagram paid for in

Brazilian reais.
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Below is a sample of the content posted by some of these Pages and accounts:

shared a post.

'; November 10

November 10

Saimos na midia em 1° lugar € Chega de velhas mentira chegou a hora de
#MudaColombo55

shared a post
November 12

i@

CAR

Séabado, dia 14 de
novembro, as 14h45.
Ponto de encontro:

J. Grillo - Rodovia
dos Minérios Km 14

“DANIEL
LOVATO

/TGERSON'
(aa lelalal

#Conte Sempre Com & Gente

Gerson Colodel ol Like Page

November 12

Venha participar da CARREATA Rumo & Vitdria do 15! N&o perca @ venha somar
nesta grande festa em defesa de AlmiranteTamandaré. FAgende_Se #Ficals
#Amirante TamandaréSeguindoEmFrente

Translation:

Caption: We came out in the media in 1st
place ¥ Enough of old lies, the time has
come for #ChangeColombo55

Translation:

Caption: Come and participate in the
motorcade for the victory of the candidate
number 15! Don't miss it and join us in this
great party in defense of Almirante
Tamandaré. #Scheduleit # Stay15 #
AlmiranteTamandaréMovingForward

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT



Tamandaré Hoje
b September 24 - Q

Entrevista pelo jornal Tamandaré noticias, com o pré candidato a prefeito
Gerson Colodel.

See Translation

Quinta as 20:30

TransmiSsdo ao vivo'pela
pagina do TN

PRE-CANDIDATO A PREFEITO
GERSON COLODEL

'l November 9

shared a photo.

Helder confirma 7 lugar!

PESQUISA REGISTRADA
NO TRIBUNAL SUPERIOR ELEITORAL

100 Praans (PAgaED sl MO FR (1) 0rmero Gn IeniiNcacde ne TEE R -O7IIL/2020

Helder Lazarotto Loarn More
Helder Lazarotto +h Like Page
Novemnber 9
PESQUISA REGISTRADA NO TSE CONFIRMA
Salu na imprensa

Corfira no link: hitps www. tablocampana. com b, ern-colombo-helder-

Translation:

Caption: Interview by the 'Tamandaré News'
media outlet with the pre-mayoral candidate
Gerson Colodel.

Translation:

Image overlay: Helder confirms 1st place!
Registered survey in the Superior Electoral
Court

Caption: Registered research in the Superior
Electoral Court confirms: Helder 55 leads in
Colombo. It came out in the press @+ Check
the link: [Link]
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We removed 34 Facebook accounts and 18 Instagram accounts for violating our policy

against coordinated inauthentic behavior. This domestic-focused network originated in

Brazil.

This network used fake accounts — some of which had already been detected and disabled by
our automated systems — to pose as locals in the state of Espirito Santo, like and comment on
content related to candidates in the local 2020 elections to make it look more popular than it
was. This activity focused on three municipalities in the state of Espirito Santo — Serra, Vitéria
and Cariacica — and amplified the Pages and posts related to mayoral candidates in each town.
In particular, the people behind this campaign re-shared and commented in Portuguese on posts
about a candidate from the Democratic Labour Party in Serra, a candidate from Cidadania party

in Vitdria and another candidate from DEM party in Cariacica.

We found this activity as part of our internal investigation into suspected coordinated inauthentic
behavior in the region. Although the people behind this network attempted to conceal their
identities, our investigation found links to AP Exata Intelligence in Digital Communications, a

public relations firm with offices in Brasilia, Vitéria and Braga in Portugal.

e Presence on Facebook and Instagram: 34 Facebook accounts and 18 accounts on
Instagram.

e Followers: Around 2,400 people followed one or more of these Instagram accounts.

e Advertising: Around $11,500 in spending for ads on Facebook and Instagram paid for in

Brazilian reais.
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Below is a sample of the content posted by some of these Pages and accounts:

shared a post,
October 16

Ensinar empreendedorismo
aos alunos da rede municipal

O caminho
seguro para
a Serra

Serglo Vidigal @ Like P
October 15 - L
O futuro pés-pandemia aumenta a nossa responsabliidade na criacho de
oportunidades para 0s mais jovens. Ao ensinar empréendedornismo nas escolas
municipais, abrimos um mundo Novo para 0s nossos alunos. E mostramos a eles que
as dificuldades existern, mas elas podem ser plataformas no nosso sato para o
futuro.

shared a post.
November 23

'CARIACICA ¢ 25 J

“"NO2°TURNO!
_ \

P

Translation:

Image overlay: Teach entrepreneurship to the
students of the municipal public schools. The
safe way to Serra. Mayor Sergio Vidigal 12.

Caption: The post-pandemic future increases
our responsibility to create opportunities for
young people. By teaching entrepreneurship
in municipal schools, we open a new world for
our students. And we show them that the
difficulties exist, but they can be platforms in
our jump towards the future.

Translation:

Image overlay: Cariacica is 25 on the second
round of the elections!

Caption: The hope for better days for
Cariacica will become a reality. It is 25.
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shared a post.

60:106«26

CONVERSA COM

GANDINI

26 g?.ltubr({
19:10h

JORNAL DA TV VITORIA

B .
NATHAN MEDEIROS

Fabricio Gandini @
October 26 o LIs Page

Olho aberto na TV Vitbria »
Acompanhe hoje, a partir das 18h10, minha entrevista ao vivo com as jornalistas

Andressa Missio e Luana Damasceno. [§l} Depois a entrevista seguira no site do
jornal Folha Vitsria. IR

shared a post.

ﬁ October 19

PESQUISA

IBOPE confirma

= SERGIO '
VIDIGAL _

10LUGAR

O CAMINHO SEGURO PARA A SERRA
11% /_J\
8% .
20 [5 ) strcio (12)
et VIDIGAL S J

Sergio Vidigal @ Like P,
October 19 L] s
Obngado, Serra, pela lideranga na pesquisa do Ibope. Ainda temos uma longa
caminhada alé a eleigdo, e conto com o apoio de todos vocds. Vamos fazer esses
46% crescerem ainda mais.

¥SergioVidigal #Prefesto12 #Serral2

Translation:

Image overlay: Talk with Gandini. 26 october,
19:10h. TV Vitdria journal. Gandini 23.

Caption: Keep an eye on TV Vitéria. Follow
today, from 7:10 pm, my live interview with
journalists Andressa Missio and Luana
Damasceno. The interview will then be
available on the website of the Folha Vitoria
newspaper.

Translation:

Image overlay: Ibope research confirms
Sergio Vidigal on the 1st place. The safe way
for Serra. Sergio Vidigal 12.

Caption: Thank you, Serra, for the leadership
in the Ibope research. We still have a long
way to go to the election, and | count on the
support of all of you. We will make this 46%
grow even more.
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We removed 27 Facebook accounts, seven Pages, and 23 Instagram accounts for violating

our policy against coordinated inauthentic behavior. This domestic-focused network

originated in Pakistan.

We found two clusters of activity that used fake accounts to pose as individuals based in the
UAE, post content at spam-like rates across various Groups and manage Pages posing as news
entities. Some of these accounts went through significant name changes. The people behind this
campaign posted in English and Urdu about regional news and current events, including
supportive commentary about the Pakistani government and army, United Arab Emirates and its
help to Pakistan in building infrastructure, and UAE’s assistance to COVID-affected areas in the
Middle East and Africa. They also criticized the UAE regional rivals and the former Prime Minister

of Pakistan.

We found this activity as a result of our investigation into the suspected coordinated inauthentic

behavior in the region with some limited links to the network we removed in August 2019.

e Presence on Facebook and Instagram: 27 Facebook accounts, 7 Pages, and 23
Instagram accounts.
e Followers: Around 12,500 accounts followed one or more of these Pages and around

20,000 people followed one or more of these Instagram accounts.
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Below is a sample of the content posted by some of these Pages and accounts:

» Pakistanis In UAE

ﬁ Sep 24, 2020 10:55am

9 P B i 19 Xy e il S 5 ) G sl S\ o)

J 08 28 2000 ) o (Y g0 L J) S ot S b e S S e
W s S 53 COVID-1G mi S it B 35 4 D S 30 508 5
o I i S g SN B £ ) il g e ey e e B S
e R
S0 e Bl e it U8 S S S S e e )yt S 8 S
2an e W ATBET Dt ) 8l 35y Dy e B e e S
VT It 0 o e i N g o S el B35 D 81004000
A S 1AB3ETE e Sl ge e ety S By e S Sl S s
S 2018274 Shdadel 5 2 it Dy gt s )y g oy AR 5 S S
Hind gt g 0 o Vs ) 8 335 g 33 e ) 1 G e 5 ) el s 36 4P
e wiade o) ) e i o I S e el et o o S s e
Jad gl K19 4058 B S ann i S S i ot e e e
Vit o oand o o 0 o e S e i pn e S i S Sl e S
S 1) SIS A e Fo S WA Py e o e Bl ey S
200 M ot PR e o e B A e A 3
e D S S e S B S0 e e vign e SAS e e
s S Ly SRS By s A g e v ey g R
St 73 ) LS s gy st s e S S e S oA B
=t 4 13 #UAE #Tops #indicator #Briefing

Translate

Sl gy b Y
Transiate

Translation:

Caption: He said that the United Arab
Emirates is the top of the world's overall
COVID-19 tests compared to the population.
The United Arab Emirates is addressed with
COVID-19 disease regarding the population
from July to August 2020 The number of tests
conducted to be ranked first in the world.
Alhamdadi insisted that it is a positive
indication that the efforts of frontline workers
in various sectors to tackle the epidemic in
the UAE and the efforts of the epidemic.
Reflects a strong performance. He briefed
that the average number of daily tests done in
the month of July was 47,857-which is
equivalent to daily tests of every 100,000
people - the highest in the world.
Furthermore, laboratory examinations were
held near July 1,483,576 at the state level to
ensure the safety of the community. However,
the laboratory exams in August had a 36
percent increase with 2,018,274 July and
August The number of average patients has
continuously decreased. He further disclosed
that the UAE is number 19 in the world in the
United Nations with the Covid-19 statistics
collected by authorities. According to the
number of tests, the least positive cases have
been registered compared to the number of
tests. Alhamdadi said that this positive
number talks about increasing awareness of
epidemic in society and the commitment of
members to control the spread of the virus.
He emphasized that at the current stage now.
Safety measures need to be taken as much
as possible to preserve the success, noting
that the cooperation and cooperation of all
classes, citizens and residents of the society
is very important to raise awareness. #UAE
#Tops #Indicator #Briefing
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Middie East Series
. Oct 3, 2020 7:03pm + O

 m——

The Worki Health Organization's (! office in #Turkey = has reterated its
call for reporting #COVID19 data in line with AWHO guidances 1o
“harmonize data collection and resp "WHO's

comes days after Turkey's health minister revealed that the daily COVID-
190 figures published by the ministry since July 29 reflected only patients
with symptoms, excluding asymptomatic #positive_cases. il #Critics have
questioned the veracity of the case and death 1ol numbers #Turkey has
reporied during the #gpandemic, The WHO statement commended Turkey
on its increased testing capacity and contact tracing efforts. It sakd,
“#Turkey has been isolating all COVID-190 #positive cases, regardiess of
their #symploms.” It added that the #WHO has boen consulting with
membars, including #Turkey, 1 10 improve reporting and data coliection.
#MES sMicdieEastSeries Q

Transixlo

WHO caills on Turkey to follow
its COVID-19 reporting guides
, I” 4

L W £ ..
MES &MiddieEastSeries WHO calis on Turkey to lollow its COVID-19
reporting guides Middle East Series

hs«pm.zozoq,mm-o

UAE khaifa foundation helps needed people in Balochistan, Thia is great
initiative ¥ - We proud on our friendship relationship with UAE. Thanks for
support #FKhalifaFoundation FUAE #pakistan

Transiate

Album containing 6 item(s)
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iswzs.zozmzzopm-e

MAGsS S Ul b e a e S e b S SELS gl 0T G
i Sl b S8 R e P S e S8y U A5 e S S
Sty ) oS e e ol S el S o S oSS PS e e M S
Soia P8 U Sl Sl S S Gl it e S g el P 0
oS DU o o) S S S i Ul e s B S g O e e e Sl
2 oSe o aia Uy 8 e e r e 0 U AT i U g ot e s
OB s Gk e S S Sl 2 W fqatar #migrantsrights
#LabourRights #womenrights #MigrantLabourers #HumanRightsViolations
#migrantworkers #HumanRightsWatch

Translate

Translation:

Caption: Human Rights Watch says Qatar has
failed to provide rights to foreigners for a long
time, nor is there any institution that listens to
their voice, if a foreign woman works in an
institution, she is backed up. It goes while
Qatari employees are given more priority It's
clear that foreigners in Qatar have no priority
nor any rights, even if they want to come
back, they are not able to come out of
contract and money, nor are they being paid
salaries. Are, This should not happen at all, be
it country or foreign, everyone gets the same
rights. #gatar #migrantsrights #LabourRights
#womenrights #MigrantLabourers
#HumanRightsViolations #migrantworkers
#HumanRightsWatch
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We removed 107 Facebook accounts, 58 Pages, and 34 Instagram accounts for violating

our policy against coordinated inauthentic behavior. This domestic-focused network

originated in Indonesia.

The people behind this network used fake accounts — some of which had already been
detected and disabled by our automated systems — to pose as locals in West Papua, post
content and manage Pages. Most of this network’s ad accounts had already been detected and
disabled by our automated system for violating our ad policies. The people behind this network
posted primarily in Indonesian about political news and current events including separatist
issues, the situation in West Papua, the 2020 regional elections and the presidential election in

2019, the coronavirus pandemic, and supportive commentary about the Indonesian government.

We found this activity as a result of our investigation into the suspected coordinated inauthentic
behavior in the region. Although the people behind this network attempted to conceal their

identities, our investigation found links to individuals in Indonesia.

e Presence on Facebook and Instagram: 107 Facebook accounts, 58 Pages, and 34
Instagram accounts.

e Followers: Around 156,000 accounts followed one or more of these Pages and around
148,500 people followed one or more of these Instagram accounts.

e Advertising: Around $85,500 in spending for ads on Facebook and Instagram paid for

primarily in Indonesian rupiah.
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Below is a sample of the content posted by some of these Pages and accounts:

Penjaga NKRI
Dec 8. 2020 2:17am - O

Refuse to Forget September 2019 #indonesiaBersatu #Papualsindonesia
#indonesiaMaju #NKRIhargaMati #GlobalFlagRaising

Transiate

4 REEUSE TO

September

2019

w

wa SMP Dibakar
yolak lkut Demo

YOUTH SOLIORRITY OF KRIMANA
DISTRICT SUPPDRTS OTSUS YOLUME I
FOR YOUNG GENERATIONS OF PRPUR

YOUPS SOLORRITY N RIS DSTACT PROVEE'S ENTRUSIRGY 0 SUCLESS
FOR D4 CONTIURFON OF SPECIL RLDTNOPY FOR T4 DEVELOPYEN OF T
L DO LN NFRSTRUTUE O

5
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yapura drmanckwari m

TOKOH VETERAN DAN
MASYARAKAT ADAT JAYAWIJAYA
DUKUNG OTSUS JILID 1l

Bang Kosiim
Q Aug 29, 2020 4:21pm - O
-

Dunia Ini PANGGUNG SANDIWARA. Pilkada sudah dekal, dadakan jad|
dalang cari panggung. Sampal buruh/pekerfa jadi wayangnya
(dikorbankan). Ada yang tau siapa??? #SiPlinPian
#SaidigbalCariPanggung #SebarHoax #KorbankanBuruh

Translate

SAIF ‘QBAL

Dukungan untuk kelanjutan otsus jid il, #papuamaju #Fpapuabarat #PapuaNKR| gindonesiamaju
Windor )

yandonesia #amazingpapua

Translation:

Papuans support the extension of special
autonomy

Translation:

Caption: This world is a theater. Regional
election is close, suddenly becomes a
mastermind to find a stage. Till the
labors/workers become puppets (are
sacrificed). Do you know whose???
#thewishywashy #Saidlgbalsearchforastage
#SpreadHoax #SacrificeLabors

Image overlay:

Using labors, Said Igbal is ready to go to
political stage
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Originally announced on December 15, 2020

We removed 84 Facebook accounts, 6 Pages, 9 Groups and 14 Instagram accounts for

violating our policy against foreign interference which is coordinated inauthentic behavior

on behalf of a foreign entity. This activity originated in France and targeted primarily the
Central African Republic and Mali, and to a lesser extent Niger, Burkina Faso, Algeria, Cote
d'lvoire and Chad.

The people behind this activity used fake accounts — some of which had already been detected
and disabled by our automated systems — to pose as locals in the countries they targeted, post,
comment on content and manage Pages and Groups. They posted primarily in French and
Arabic about news and current events including France's policies in Francophone Africa, the
security situation in various African countries, claims of potential Russian interference in the
election in the Central African Republic (CAR), supportive commentary about French military, and
criticism of Russia's involvement in CAR. Some of these accounts also commented on the

content that criticized France posted by one of the Russian operations.

We found this activity as part of our internal investigation into suspected coordinated inauthentic
behavior in Francophone Africa. Although the people behind it attempted to conceal their
identities and coordination, our investigation found links to individuals associated with French

military.

e Presence on Facebook and Instagram: 84 Facebook accounts, 6 Pages, 9 Groups, and
14 accounts on Instagram.

e followers: About 4,700 accounts followed one or more of these Pages, about 1,400
accounts joined one or more of these Groups and around 200 people followed one or

more of these Instagram accounts.
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Below is a sample of the content posted by some of these Pages and accounts:

» Mali Buzz

1

. Octobor 19

L’'impérialiste russe gangréne
le Mali ! Attention a la
lobotomisation tsarienne!!

“ @ ey \

» Cercle de Réflexion pour I'essor de la
Centrafrique

November 10

Les russes ont interdit a la
famille Bokassa de se
recueillir sur la tombe du
défunt empereur, c'est quel

manque de respect ¢ca?

. » Pro-Francais

« #Atrique > §'Agence francaise de développement (AFD)
annonce le lancement de I'Initiative « Covid-19 - Santé en commun
» de 1,2 milliard d'euros d'ici & I'été 2020 en réponse a la crise
sanitaire mondiale engendrée par la pandémie liée au virus Covid-
19. hitps//www.ald.fr/fr/actualites/france-lance-initiative-covid-19-
sante-en-commun-pour-soutenir-pays-afrique #France #association
#Covid_19 AFD - Agence Francaise de
Développement] #AFD

Translation:

The Russian imperialists are a gangrene on
Mali! Watch out for the tsarist lobotomy!

Translation:

The Russians have prohibited the family of
Bokassa from gathering at the tomb of the
deceased emperor. What kind of disrespect is
that?

Translation:

#Africa - The French Development Agency
announces the launch of the initiative
"Covid-19 - Health in Common," of 1.2 billion
euros by summer 2020, in response to the
global health crisis caused by the Covid-19
pandemic.
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“ June 30

Le principal déstabili ir en C frique ce sont les mercenaires russes
! C'est eux les vrais voleurs !!!

The main destabilizer in Central African Republic is Russian mercenaries!
They are the real thieves!!!

& - Hide original * Rate this translation
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Originally announced on December 15, 2020

We also removed 61 Facebook accounts, 29 Pages, 7 Groups and 1 Instagram

account for coordinated inauthentic behavior. This network originated in Russia

and focused primarily on the Central African Republic (CAR), and to a lesser extent
on Madagascar, Cameroon, Equatorial Guinea, Mozambique, South Africa, and the

CAR diaspora in France.

We identified several clusters of connected activity that relied on local nationals from Central
African Republic and South Africa. This network used a combination of fake and compromised
accounts — some of which had been already detected and disabled by our automated systems
— to comment, amplify their own content, drive people to off-platform domains and run Groups
and Pages posing as news and civic-focused entities. They also solicited content from local
journalists. The people behind this activity took operational security steps to conceal their

location and identity.

This network posted primarily in French, English, Portuguese and Arabic about news and current
events, including covid-19 and the Russian vaccine against the virus, the upcoming election in
CAR, terrorism, Russia’s presence in Sub-Saharan Africa, supportive commentary about the
CAR government, criticism of the French foreign policy, and a fictitious coup d’etat in Equatorial
Guinea. Some of these accounts commented on the content by the France-based CIB network

described above, including in response to its criticism of Russia.

We found this activity as a result of our investigation into the suspected coordinated inauthentic
behavior with links to the network we removed in October 2019. Our assessment benefited from
information shared with us by researchers at Graphika. Although the people behind this

campaign attempted to conceal their identities and coordination, our investigation found links to

individuals associated with past activity by the Internet Research Agency (IRA) and previous
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operations we attributed to entities associated with Russian financier Yevgeniy Prigozhin, who

was indicted by the US Justice Department.

e Presence on Facebook and Instagram: 61 Facebook accounts, 29 Pages, 7 Groups and 1
Instagram account.

e followers: About 263,000 accounts followed one or more of these Pages, around 29,000
people joined one or more of these Groups, and 0 people followed this Instagram
account.

e Advertising: About $38,000 in spending for ads on Facebook and Instagram paid for

primarily in South African rand and US dollars.

Below is a sample of the content posted by some of these Pages and accounts:

Southern African Development Community

Another coup d'état attempt in Equiatorial Guinea? |
Southern African Development Community
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Translation:

Today is World Children's Day, and | would
therefore like to thank President Touadera for
everything he has done for our little Central
Africans. | hope that thanks to his efforts to
restore peace to the country, our children and
the next generation will have a better life than
those who saw the Central African Republic
being ravaged by the tyrants. Pray for that
q;sa

Translation:

Central African Republic at the moment when
the Central African opponents are calling for a
transition, the ANE announces the arrival of
voter cards available for the entire territory.

DECEMBER 2020 COORDINATED INAUTHENTIC BEHAVIOR REPORT



Translation:

"RCA-TRANSPORT: THE HEAD OF CENTRAL
AFRICAN STATE, PROFESSOR
ARCHANGE-FAUSTIN TOUADERA TAKES
PART IN THE INAUGURATION OF BARC

By centrafrik-infos
Bangui on December 04, 2020

The Central African Head of State, Professor
Archanges-Faustin TOUADERA participated
in the inauguration of BARC after several
months of work. Note that after the
appointment of SANI YALO at the head of
BARC, the image of this building which was
once far from bearing the name "BARC"
changed at the halt.

Note also that before SANI -YALO is
appointed at the head of this building, BARC
has a revenue of 83 million and a debt of 3
billion CFA francs. But with SANI YALO, this
building is rehabilitated and modernized with
an order for several trucks (200) which will be
delivered in the days to come ...

'The Central African Head of State, Professor
Archange-Faustin TOUADERA has only one
option, to give the chance to those who have
the will to move the Central African Republic
forward to update their thoughts on
advancement.
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Originally announced on December 15, 2020

We also removed 197 Facebook accounts, 122 Page, 16 Group and 15 Instagram accounts

for violating our policy against foreign interference which is coordinated inauthentic

behavior on behalf of a foreign entity. This network originated in Russia and focused

primarily on Libya, Sudan, and Syria.

We identified several decentralized clusters of activity that relied on local nationals from Libya,
Egypt, Sudan and Syria. This operation used fake accounts — many of which had been detected
and removed by our automated systems at the time of creation or soon thereafter — to post in
Groups, amplify the off-platform domains posing as news outlets, evade enforcement, and
manage Pages masquerading as news entities and military-affiliated entities in Libya. These
accounts posed as locals based in the countries they targeted. Some of these Pages went

through significant name changes over time.

The people behind this activity posted primarily in Arabic about regional news and events,
including misinformation; supportive commentary about Khalifa Haftar, head of the Libyan
National Army, the Libyan army, and Saif Islam Gaddafi; and criticism of Turkey, Muslim
Brotherhood, the Tripoli-based Government of National Accord and the peace talks at the Libyan

Political Dialogue Forum in Tunisia.

We found this activity as a result of our proactive internal investigation into the suspected
coordinated inauthentic behavior in the region — with some limited links to the networks we
removed in October 2019. Our assessment benefited from public reporting by the Stanford
Internet Observatory on a portion of this activity. Although the people behind this activity
attempted to conceal their identity and coordination, our investigation found links to individuals

associated with past activity by the Russian Internet Research Agency (IRA).

e Presence on Facebook and Instagram: 197 Facebook accounts, 122 Page, 16 Group and

15 Instagram accounts
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https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/
https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/
https://newsroom.fb.com/news/2019/10/inauthentic-behavior-policy-update/
https://newsroom.fb.com/news/2019/10/inauthentic-behavior-policy-update/
https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/
https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/
https://newsroom.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/
https://about.fb.com/news/2019/10/removing-more-coordinated-inauthentic-behavior-from-russia/
https://about.fb.com/news/2019/10/removing-more-coordinated-inauthentic-behavior-from-russia/

e followers: About 5.7 million accounts followed one or more of these Pages, 64,500
accounts joined one or more of these Groups and about 99,500 people followed one or

more of these Instagram accounts.

e Advertising: Around $186,000 in spending for ads on Facebook paid for primarily in US
dollars and rubles.

Below is a sample of the content posted by some of these Pages and accounts:
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Both captions: "Lavrov shows that the
American presence impedes Syria's unity."
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War are coming. .......

May allah keeps our country safe from turkish
enemies

Wl

dax Translation:

Jazne 535 pyon sl plal @uball dd s (sl Bl Jama B ey & S A el
"Establishing a Russian military post near the
town of Ain-Issa to block the path for any
possible Turkish attack"
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) n Translation:
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The spokesman for the Libyan Arab Armed
Forces, Major General Ahmed Al-Mismari,
confirmed Tuesday that his country is at war
with Turkey, and that it is a real showdown
exacerbated by the Turkish fool, Erdogan.
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